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1	Decision/action requested
It is presented for discussion and endorsement of the detailed proposal.
2	References
[1]	3GPP TR 33.749 “Study on security aspects of enhancement of support for edge computing in the 5G Core (5GC) phase 3” 
3	Rationale
This discussion paper aims to: 

- recap the conclusion and way forward proposed in S3-240591 
- provide a threat analysis of both APIs: UE Identifier API and Nnef_UEId API
- propose a way forward for further study in TR 33.749 [1]

Conclusion from S3-240591:

From a broader perspective we propose to study the security and privacy aspects of the entire procedure used to request UE specific services, e.g. UE Id, location of a UE, etc., from an untrusted AF. 
Accordingly, the fourth objective of the approved SID (FS_EDGE_Ph3) was formulated:
- Study the secure retrieval of 5G system UE Ids and privacy related information in the EDGE.

Threat analysis of UE Identifier API and Nnef_UEId APIs.

It is generally assumed that the information provided by the UE is in principle untrusted, since the UE may be compromised or be a malicious actor. On the other side, ECS, EES and EAS are Application Functions that can camp outside the operator domain, and therefore they should be considered untrusted. As any other external AF, the interaction with the 5GC should be done via NEF and it should have a purpose. Consequently, ECS, EES, and EAS cannot be considered by default trusted. On the other side, the allowance of use of permanent or long-lived identifiers such as an IP address in the API invocation is prone to be abused by a malicious application function
In current procedures to retrieve a 5G system UE identifier, both UE Identifier API and Nnef_UEId APIs, are vulnerable to similar kind of threats, since both rely on information provided by the UE, for example the private IP address, that can be manipulated and/or abused. In this example, the EES will not be able to verify the correctness of the IP address provided by the EAS or EEC in the UE Identifier API invocation, either the NEF will not be able to verify the correctness of the IP address provided by the AF (e.g. EES/EAS) in the Nnef_UEId API invocation. 
Please note that the type of Id returned from UE Identifier API does not influence the capabilities of the attacker to abuse the system, as long as similar access control policies are applied at EES and NEF level.
Here is a list of potential threats/attacks are to be considered in the risk evaluation of both APIs :
- Attacks originating from a malicious UE. For example:
- The UE provides a wrong private IP address to the EAS: The UE might impersonate another UE, i.e., the UE pretends to have another UE Id than its real one. 
- UE provides a wrong private IP address to the EEC: The UE might retrieve the UE Id for IP addresses of other UEs. In this way the malicious UE can execute attacks against the privacy of another UE, or the malicious UE can sniff the allocation of IP addresses to UEs and exploit this information to launch more sophisticated attacks. 
- Attacks originating from a malicious EAS/EES (please note that EAS/EES can be outside of the operator domain). For example:	
- The malicious EAS provides a wrong private IP address to the EES: In this way it is possible for the malicious EAS to retrieve the UE Id of a UE, for which it does not have any contractual or other relationship with.
- The malicious EAS uses the EES APIs outside the context of a consensual interaction with a UE: The EAS might execute privacy attacks related to usage patterns with other EASs.
	- The malicious EAS/EES, due to possible long expiration time of UE Id, could reuse the same UE Id in sub-sequent calls by caching it, without any control/consent from the UE. This could happen in both cases when EES is present, e.g., by calling the UE location API, or when the EAS communicates directly with NEF, e.g., by invoking the Nnef_exposure API.    
	For example, a gaming application might be authorized by the UE to request the location once during the first installation of the Application Client. During the procedure the EAS will fetch a valid UE Id, which will be able to use later without any further request from the UE. Moreover, the EAS will be able to query the location of the UE (since it was previously allowed) and therefore can track the UE movement on regular intervals. This, apart from the obvious security concern of exposing private information of the UE, could also be leveraged by the gaming application, for example, to offer a different service based on the location of the UE or to sell targeted advertisement.
     - The malicious EAS/EES may infer UE privacy related information from the mere observation of identifiers such as IP addresses, since the allocation of those is generally not random but follows certain patterns, that can disclose information on topology, location, etc. For example, when the UE performs multiple requests from the same IP address, the attacker could guess the UE Id associated to the IP address, without invoking the APIs. Moreover, due to the IP allocation topology, it will also be able to deduce an approximate location, either by looking to cached results from previous requests, or by using the location of another UE with a similar IP address.
- The NAT mapping tables of the operator may be exposed to the third party EDGE computing service provider. The UE’s CN assigned private IP address can be obtained from the UE by the EEC, whereas the EES may get to know and use as per current procedures the NATed IP address and port (dynamic NAT) in order to retrieve the UE Id. This would allow the EDGE computing service provider to infer the NAT mapping tables of the operator.
4	Detailed proposal
The proposed way forward is to study solutions for a new KI in TR 33.749, formulated in S3-241828. 




